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Hnumepnem — 310 0ObCIMHEHHEIEC
MEXKTYy COOOM KOMIBIOTEPHBIEC CETH,
ri1o0ajabHas MAPOBasi CUCTEMA
nepeaadu HHQOpMaluy ¢ IOMOIBIO
MH(OPMAIMOHHO-BBIYHUCIUTEIBHBIX

PECYpCOB.
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CamMble onmacHbIe YIpo3bl
ceTu UHTEpHeT

* BpenoHocHbIe mMporpaMmbl

» Kpaxa unpopmanuu

* XaJIaTHOCTH COTPYAHUKOB

* XaKepCKHe aTaKu

e dUHAHCOBOE MOIIIEHHUYECTBO

e Cnam

e AnmaparHbie H NPOrpaMMHbIe CO0OH
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KoMnblOTepHBbIH BUPYC —
PA3HOBHUIHOCTh KOMIIbIOTEPHBIX
IpOrpaMM WK BPEIOHOCHBIN
KOJI, OTJIMYUTCIbHOU
O0COOCHHOCTBIO KOTOPBIX
SBISIETCS CIIOCOOHOCTB K
Pa3MHOKXEHHUIO
(CaMOpeIUIMKaIHS ).
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KIIACCUDPUKALIUA
BUPYCOB




—

1O IOPA'KAEMDbBIM OB BEKTAM

Daiinosvle eupycovl. ITO BUPYCHI-IAPA3UTHI, KOTOPHIE IMPHU PaACIPOCTPaHCHUHU
CBOMX KOMNHUM 00s13aTEIbHO U3MEHSIOT COAEPKUMOE HUCIOJHAEMBIX (aiioB, MpH
3TOM (haiisibl, aTaAKOBAaHHBIC BUPYCOM, B OOJIBIIMHCTBE CIIy4aeB MOJIHOCTHIO MU
JAaCTUYHO TEPSAIOT PabOTOCIOCOOHOCTD)

3azpy3ounvie upycvl. ITO KOMIbIOTEPHBIE BUPYCHI, 3aMIUCHIBAIOIIMECS B IIEPBBIN
CEKTOp THOKOrO HJIM JKECTKOIO JHCKAa W BBINOJHSIOIMIMECS IIpH 3arpy3Ke
KOMITbIOTEpA.

Ckpunmoeuvle eupycovl. TpeOyIOT HaIWYMs OJHOTO H3 CKPUITOBBIX S3HIKOB
(Javascript, VBScript) nmmg  caMOCTOSATENILHOrO  IIPOHMKHOBCHUS B
HEHMH(UIMPOBAHHBIC CKPUIITHI.

Makpogupycel. ITO Pa3HOBUIHOCTh KOMIIBIOTEPHBIX BHPYCOB pa3paOOTaHHBIX
Ha MaKpOs3bIKaX, BCTPOCHHEIX B TaKKe NpuKiagHbie makeTol 110, kak Microsoft
Office.

Bupycwt, nopasicarougue ucxoonwlii koo. Bupychbl TaHHOTO THUMA MOPAXKAKT WM
MCXOIHBIN Kof mporpaMMmbl, 1u00 e€ komroneHTsl (OBJ-, LIB-, DCU- ¢aiinsn) a
tak e VCL u ActiveX KOMITOHEHTHI.
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11O ITIOPA’KAEMbIM
OINEPAIIMOHHBIM CUCTEMAM U
HIJATOPOPMAM

*DOS
Microsoft Windows
Unix

eLINuUX




11O TEXHOJIOI UM,
NCITIOJIb3YEMbBIM BUPYCOM

Honumopghnwvie eupycovi. Bupyc, KOTOpbIM IIpU 3apa)k€HUU HOBBIX (hailjioB U
CHUCTEMHBIX 00JjlacTel aucka mudpyer cOOCTBEHHBIM KOJI.

Cmenc-eupycel. Bupyc, TIOJHOCTBIO WM YaCTHYHO CKPBIBAIOIIMKA CBOE
IpPUCYTCTBHE B CHCTEMe, IIyTeM IMepexBaTa oOpalleHuM K omepalioHHON
CUCTEME, OCYIIECTBIAIOIMIMX UTEHHE, 3aluCh, UTCHHE JIOMOJIHUTEIHLHOM
HHDOpMAlIMd O 3apakX€HHBIX OOBEKTaX (3arpy304HBIX CEKTOpaxX, JJIEeMEHTax
(aiiJIoBOM CHCTEMBI, TAMSATH U T. 1.)

Pymkum. IIporpamma uiii HaOOp IporpamMM JiJisi CKPBITUS CJI€J0B IPHUCYTCTBHUS

3JIOYMBIIIVICHHHUKA HWJIA BpCI[OHOCHOﬁ IMporpamMmbl B CUCTEMC.
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110 A3bIKY,
HA KOTOPOM HAIIMCAH BUPYC
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110 1OMOJTHHATEJILHOH
BPEIOHOCHOU (PYHKIIMOHAJIBLHOCTH

brkoopur. IIporpamMMbl, KOTOPBIE YCTAHABIMBAET B3JIOMIIMK HA B3JIOMAaHHOM
UM KOMIIBIOTEPE TMOCJE TIOJYYEHUS IE€PBOHAYAIBHOTO JOCTyla C IEIbIO
MOBTOPHOT'O MOJIYYEHUS JOCTYIA K CUCTEME

IlInuonwvr. Spyware — mnporpaMMHOe OO€CIeUeHHE, OCYIIECTBIAIONICE
AEATEILHOCTh 10 CcOOpy WHQpOpMAIMM O KOH(PUTYpallud KOMIIBIOTEPA,
ACSTEIbHOCTH  TOJB30BATENIsI W JIOOOHM  Jpyrod  KOH(HACHIIMAIbHON
nH(popMaly 0€3 cornacus camoro moJib30BaTelsl.

bomnemwst. OTO KOMIOBIOTEpPHAsT CETh, COCTOANIAA H3 HEKOTOPOIo
KOJIMYECTBA XOCTOB, C 3aIMYIIEHHBIMH OOTAMH — ABTOHOMHBIM ITPOTrPaMMHBIM
obecnieueHreM. OOBIYHO HCHOJB3YIOTCS I HEJNErajJbHON WJIM HEomo0pseMoi
NEATEILHOCTH — PACCBUIKH CllaMa, mepedopa mapoJied Ha ynaJIEHHOW CHUCTEME,
aTak Ha OTKa3 B OOCIIyKWBAaHUH.
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Co3/1aHME U PACIIPOCTPAHECHHUE
BPEAOHOCHBIX MPOrpamMM (B TOM YHCIIE
BUPYCOB) IIpecieayercs B Poccun
COIJIACHO YTOJIOBHOMY KOJiIeKCy PD
(rnaBa 28, crarbs 273)
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Me:xayHapoaHbiu /leHb
0ezomacnoro Uarepuera

OBLI YYPEXKJICH 110 MHUIMAaThBE EBporeickoi
xomuccuu B 2004 rogy v ¢ TE€X MOp BBIIIEI JTAJIEKO 34
Ipenenbl EBpOIIL.

Ero ormeuaror 6omee /0 ctpan mupa, B ToM 4uciie u Poccusi.
OTmMmedaeTcsi €KEerolHO BO BTOPOM BTOPHUK (DEBpAJIS.




IHeab /Ina 0e30macHOro
NHTepHera:

«...nopgepxka rpaxgaH B 6esonacHOM, 3 TUMHOM U

acdpdpekTUBHOM Ucnonb3oBaHUnN UHTepHeT -
TeXHOSIOrun»

Unsafe

Insafe — HekoMMepuecKkass opraHu3ais — IIaBHBIN KOOPAUHATOD
JIHs1 Oe3omacHoro MurtepHera B MHUpE.
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YCTaHOBUTE KOMILICKCHYIO
CHMCTEMY 3alUThI!

@ VYcTaHOBKAa OOBIYHOIO aHTUBHpPYCA — BUEpaITHUM JeHb. CerojHs aKTyaJbHbI TaK
Ha3bIBa€MbI€ «KOMILIEKCHBIC CHCTEMBl 3alllUTh», BKIOYAIOIIUE B CeOs
aHTUBUpPYC, (PalipBOJII, aHTUCIIAM — QUJIBTP U €IIE Napy — TPOUKY MOAYJICH IS
MOJHOM 3aIMTHI BAIIEro KOMIbIOTEPA.

@ HoBble BHUPYCHI MOSBISIOTCS €XEIHEBHO, MO3TOMY HE 3a0bIBaliTE PEryispHO

OOHOBJISAITH 0a3bl CHUTHATYp, JIy4lllEé BCEr0 HACTPOUTh MPOrpaMMy Ha

ABTOMATHYECKOE OOHOBJICHUE.
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byabTe 0CTOPOKHBI
C WIEKTPOHHOM MOYTOM!

@ He cTouT nepegaBaTh Kaky-1M00 BaXXHYIO HH(DPOPMAIIUIO Yepe3 JIEKTPOHHYIO

MOYTy.

@ YCTaHOBUTE 3aIPET OTKPBITUS BIIOKEHUHN DJICKTPOHHOW IMOYTHI, ITOCKOIBKY
MHOT'HE€ BUPYCHI COJIEPKATCS BO BJIOKEHUAX U HAUMHAKOT PACHPOCTPAHATHCSA

cpasy IIOCJIE OTKPBITUSA BJIOKECHUS.

@ [Iporpammser Microsoft Outlookn Windows Mail momorarot 6110kHupoBaTh

ITOTCHIONAJIBbHO OIIACHBIC BJIOKCHMHAI.
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Ioan3yiiTech Opay3epamu Mozilla Firefox, Google
Chrome u Apple Safari!

@ DBOJIBIIMHCTBO YEPBEN Y BPEAOHOCHBIX
CKpUIITOB OpUEHTUPOBaHBI mof Internet
Explorer u Opera.

@ |E mo cux mop yaep:kuBaeT MepByr0 CTPOUYKY B
PEUTUHTE MOMYJSPHOCTA, HO JIMIIb I[OTOMY,
gT0 OH BeTpoeH B Windows.

@ QOpera ouenp nomnyisipHa B Poccuu n3-3a ee
PU3PAYHOro YJI00CTBa U PEabHO OOJIBIIOTO
4y Clia HACTPOEK.

@ VYpoBeHb 0€30MaCHOCTH CUJIBHO XPOMAET KaK y
OJTHOT0, TaK U Y BTOPOro Opaysepa, Mmo3ToMy
Jy4llle UM U HE MOJb30BaThCSI BOBCE.

——____A
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OO0HoBJIsIHITE ONEPAITUOHHYIO CUCTEMY
Windows!

@ JlocTosSsHHO OOHOBJISIKTE OomepaloHHY0 cucTemy Windows.

@ Kopmopanus Microsoft nepuoardeckn BBITYCKACT CHCIAAIbHBIC OOHOBICHUS

0€30ITaCHOCTH, KOTOPhIE MOT'YT MOMOYb 3alIUTUTh KOMIIBIOTED.

@ DTu OOHOBJIEHUS MOTYT MPEIOTBPATUTh BUPYCHBIE U IPYTME€ aTaKHU HA

KOMIIBIOTCP, 3aKpbIBaAA ITIOTCHIHWAJIBHO OIIACHBIC TOYKHU E
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He ornpaBasiite SMS-coobmenus!

@ Celfuac OUCHBb NOMYJSIPHBI CAWTHI, MpeJlaralomue A0CTynm K uyxum SMS u
pacreyaTkaM 3BOHKOB, TaK)K€ OYEHb 4YacTO MPU CKAaYMBaHUU (DAMIOB Bam
npeayiaraloT BBECTH CBOM HOMEp, WJIM BHE3AIMHO MOSIBIISIETCS OJIOKUPYIOIEE OKHO,
KOTOpOE SIKOOBI MOKHO yOpaTh ¢ MOMOIIbIO oTIpaBku SMS.

@ IIpu ornpaBke SMS, B nyumem ciydae, MoxxHO JumuThbess 300-600 pyOneir Ha
cueTy TejiepoHa — €CJIM HY)KHO OyeT OTIIPaBUTh COOOIIEHUE Ha KOPOTKUI HOMED
JUTSI OTUIAThI, B XyAIIIEM — Ha KOMITBIOTEPE TOSBHUTCS Y>KACHBIA BUPYC.

@ [ToaToMy HHMKOTJAa HE oTnpaBisiiTe SMS-cooO1eHusT 1 HE BBOIUTE CBOM HOMEP

TenedoHa Ha COMHUTENIBHBIX CalTaxX MPHU PErUCTPALUU.
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IHoab3yHTeCh JUIEH3MOHHBIM MPOrPaAaMMHBIM
obecrieueHuem!

@ Ecmy Bpl CKauMBaeTe NMUPATCKUE BEPCUU
MPOrpaMM WJIA CBEKEHBKUM B3JIOMIIIUK
MPOrPaMMBbI, 3aITyCKAETE €r0 U CO3HATEIBHO
UTHOPUPYETE MPEAYIPEXKICHUEC aHTUBUPYCA,

6y,Z[BT€ I'OTOBBI K TOMY, YTO MOZKCTC ITOCCIIUTDH

BUPYC HA CBOU KOMIIBIOTED.

= -

@ [lpuuem, yem IporpaMma MOIYJISIPHEE, TEM BBIILIEC e e SN

\/ S
TaKasi BEPOSITHOCTb. A S P
{ A m— ;

@ JIuueH3uoHHBIE MpOorpaMMbl U30aBAT Bac ot

A

OA00HOM yIrpo3bi!
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Ucnouab3yrte Opanamaysp!

@ Hcmonp3yiite opanamaysp Windows wmim npyroit 6panaMaysp, OnOBEIIAIONITHI
O HAJIMYUH IOJO3PUTEIHHON aKTUBHOCTH MU IOMBITKE BUPYCa WA YEPBS

MOJAKJIFOUUTHCS K KOMIBIOTEPY.

@ OH TakXe MO3BOJISICT 3aNPETUTh BUPYCaM, YEPBIM U XaKepaM 3arpyKath

ITIOTCHIOHAJIbHO OIIACHBIC IIPOI'paMMBbI Ha KOMIIBIOTEDP.




Ucnoib3yuTe CJI0KHbIC MapoJiu!

@ Kak yrBepxmaer cratuctuka, 80% Bcex mapojaerd — 3TO HPOCThIE CIOBA:
UMEHA, MapKu TejieoHa MM MAIIWHbBI, UMsI KOIITKW WJIA COOAKH, a TAKKe

napoiu Bpoje 123. Takue napoiau cUJIbHO 00J€r4arT padoTy B3JIOMILIHUKAM.

@ B uneane mapoju JOJDKHBI COCTOSATh MUHHUMYM M3 CEMH, a JIydIlle ABCHAATH
CUMBOJIOB. Bpemsi Ha mog00p mapoJisi U3 NATH CUMBOJIOB — 2-4 yaca, HO 4TOObI

B3JIOMaTh CEMUCUMBOJIBHBIN Tapojib, TOTpedyercs 2-4 roja.

@ Jlyure ucroiab30BaTh Mapou, KOMOMHUPYIOIIKE OYKBBI pa3HBIX PETHCTPOB,

IAGPHI U pa3HbIC 3HAYKH.
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Jles1aiiTe pesepBHbIC KOMUM!

@ [lpu maseieit yrpose 1eHHas nHGopMalus ¢ Baliero
KOMIIBIOTEPA MOXKET OBITh yJaJICHa, a YTO €lIE XyXKe —

MOXHIIEHA.

@ Bo3pMmuTe 3a NpaBUiIo 0043aTENbHOE CO3JAHUE
PE3EPBHBIX KOMUM BaYKHBIX TaHHBIX HA BHEIIIHEM
YCTPOMCTBE —(IelI-KapTe, ONTUYECKOM JUCKE,

IICPCHOCHOM JKCCTKOM IHCKC.
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OyHKIUSA «POoAUTEIbCKHUA KOHTPOJIb»
obe3omacur Bac!

@ Jlns merckon ncuxuku UHTEpHET — 3TO MOCTOSAHHAs
yIpo3a MOJYYECHUS TICUXOJOTUUYECKOU TPABMBI U PUCK

OKa3aTbhCsl KEPTBOU MPECTYITHUKOB.

@ He crpemuTech yTauBaTh OT POJUTEIIEU KPYI TEM,
KOTOpbIE€ BbI OOCYXJIa€T B CETH, U HOBBIX MIHTEpHET-

3HAKOMBIX, 5TO IIOMOXET BaM PCaJIbHO OICHHUBATH

WH(GOPMAIMIO, KOTOPYIO BBl BUJIUTE B CETU U HE CTATh

KEpPTBOU OOMaHa.

——.____——A




